ADDENDUM TO CONTRACT

Addendurp_to Contract (*Addendum”) is entered into by and betwien the
petO0NG Parish School Boﬂd{heflinul}‘w“fl%dml

Bound") wnd _Amﬂ_f,: el vslions (
“Vendor™). The Addendum |1 effective us of dayof Dagembar .20 4

During the 2014 Loulsiana Leglsiative Session| the State of Louisiana enacted new laws
governing the collection, disclosure and use of studanly” | Iy fdentifioble i fon, Tha
new 1aws requite that any contricts between a school Fystem s w thind-party, who fs entrusted
wiith persomlly identifiable information of any stident, contain the watutnrily prescribed
gl requizerontd 18 1o the use of personally idehiifisble information. In order fo comply

with tha requiremints of e new laws, this Addend ! d the lecms ined herein are herely
incorporated into the ag praviously entered Enﬁn between Vendor and the School Board,
entltled il dnted ! (the “Contract”).

I sccordmice with La, .S, 17:3913(F), Vendor wgrees 1o protect personally identifisble
{nformmion fn o manser that allows only thoks individuals, who are sutlodzed by Vendor 1o
aceess the information, the ability to do s P fly identifiable infi ton should be
P 4 by appropriuie ssurity including, bt not limited to, the use of vser numet,
secure passworils, eneryption, security questions, ote. Vendor's network mut mointain o high
lovel of cloctronic protmetion to ensure the integrity of ensitive information ind to prevent
wnanthorized accegs in these systems.  The Vendor agrees to perform regulir reviews of its

jon metholls and perform system wuditing to malntain protection of its systems. Vendor
sggrecs to maintain secure systems that sre patched, up 10 date, and have all appropriate gecurity
updates installed.

To cnsure thist the only ndividualy and entities who can secess student dintn tre those that
fave been speuifically authotized by Vendor to aeeess personally identifinble sidant ditn,
Vendor shall implement varioun forms of muthentleation to [dentify the spetific individual who is

necoasing the information, Vendar must Individunlly ine the jute lavel of security
thait will provide the necessary lovel of protection for the student distn it maintains, Vendor ahall
ot allow mmy ndividunl or eatity hentioated necess to confidential g liy identifinble
student records or data at any time.

Vendor shall imp uppropriate 1o enswre the iallty and scourity
of 1y ideptifiable inf ion, proteet aguinst any icipated access or discl of

|nfrmutivn, wid prevent amy other sction that pould rosult in gsubstantial herm to the School
Honrd ot any individusl identified by the dam,

Vendor agress that any end all personally identifiable student data will be stored,
processed, and maintained in a secure location and solely on designated servers. No School
Board dats, et any time, will be processed on or transferred to any portable computing device or
any portable storsge medium, unless that storsge medium is in use as part of the vendor’s
designated backup end recovery processes. All servers, siorage, backups, and network paths

information or otlier event requiring nolifiestion, [n the event of a bresch of any ul e Veolor's
nectirity obligations or other event requiring notification un pplicable law, Vendor agrees (o
notlfy ‘the School Bownd iwmediptely end aspuers rosponaibility for Informing all such
individunly in necordance with spplicable law and 1o ndetmhify, liold barmless and defend tho
Sehool Board and it employees from and againet any and oll elaims, damages, or causes of
action related to the unauthorized release.

1n accordancs with applicable state and federl lsw, Vendor agrees that auditors from any
state, foderal, or other sgency, as well s suditors so designated by the School Board, shall have
the eption to audit Vendor's service. Records pertnining fo the service shall be made avallablo o
wuditors and the School Boord when requested.

Vendor sgroes that if the original Contrast is terminited or if the original Contract
exeplrea, Vendor shull retum all duts w the School Board in u wnemhble clesteonic format. Vendor
further ngrecs to ermse, destray, and render unresdable, all data it entirety fn a manner thet
proventu {ts: physical reconstmuction through the use of 1y available filo i
utilities, Vendor shall certify i writing that these sctions have been completed within 30 days of
{he termination of the Contraet or within seven (7) days from receipt of any request by the
School Board, whichever comes first. ' )

‘Lhe terms of this A shall supp und superscde any conflicting terms or
conditions of the original Contract between Lhe Partles. Subject to the foregoing, the terms of the
original Contract shall remain in full foree and effecl.
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ulilized in the delivery of the service shall be contined within the Unilcd Statos unless
specifically agreed to in writing by the School Board.

Verddor agraes that any and afl daw obtained from the School Board shall be used
expreasly and solely for the purposes enomersied in te original Contract, Dute shall not be
distributed, wed, o shased for any other purpose. As requited by Federal und State law, Vendor
flrther narees thit no datn of any Jind shall be rovenled, transmitted, exchanged or otharwise
passad 1o other vendors o interested parties, Vondor shall not soll, transfier, shars or procesy any
studanit data for mny purposes other thun those listed in the Contrast, including commiercinl
advertising, marketing, or any other commercial purpose.

Vendor shall eiinblisly wal liiplemont o elear datn breach response plan outlining
ganizational pulicies and procedures fue addressing u potential breach. Vendor's respense plan
shall requize prompt resparies for minimizing the sk of any farther datn Jow and any pegative
consequences of the breath, including potential hnm to affected individuals, A data breach is
any instance in which there is an unauthorized relesse or necess of pemsonully identifinble
Infarmation o other information not sultable for public relsasa. This definition applicy
regardless of whether Vendor stores and managea the data directly or through a contractor, such
as a cloud service provider,

Yumdor shall develop & policy for the protection and storage of audit logs. The policy
shiall require the sioring of audit lugs and reeards on n server separate from the system that
gonerates the wudit trail  Vendar st restriel necess 1 wfit Ings to prevent tampering or
altering of audit date, Retention of audit trails shiall be based on o schedule determined after

(hop 1, technical, risk R and logal staff
Verdor is permitted to disclose Confidentinl Information to its employ horized
[ agents, ! and auditors on 4 need to know hasis only, provided that all
yuch suk ugenty, 1 wuied auditors have written confidantiality abligations 1o
Vendor and the Sehuul Buand, The voulideutlullly obfigations shall survive termination of any

ngrearent with Vendor for # period of fifteen (15) yesrs or for bo long a3 the information
reenalnn confidentisl, viliichiver i longer, and will inure to the benefit of the School Banrd,

Vendor soknowledpes and apgrees that d | or use of p d
information may irveparably damage the School Board in such a way that adequate compenation
could not be obtained solely fn monetary damoges. Accordingly, the School Buard shiall have
the right (o seek iniunctive reliet restraining the actunl or th d 1 10l or
uso of any protecied information, In addition o uny other remady atherwlse wailable (including
reasoinble atlomey fees). Venlue beeeby waives e puating of a bond with respest to any action
fior injunctive relief, Vendor further grants the School Board the right, but not the obligation, to
enforce thass provisions in Vendor's nime ugsinst sny of Vendor's employees, officers. board

s, Gwners, rop IV, AgOnts, nnd sut

Vendor agress (o comply with the requirements of La. R.S. 51:3071 of seq. (Louisiana
Datubase Breach Nofification Law) as well as any other applicable laws that requirc the
notlfieatlon of Individials in the event of horized release of p lly identiti




